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INTRODUCTION

This literature review introduces the unregulated and unlicensed ecosystem of gambling on
the Dark Web. It is the first of two reports that will be published over the next few months.
Conducted over a two-week period, this desktop literature review aims to (i) shed light on the
challenges of researching the Dark Web and (ii) provide an overview of gambling within the
Dark Web, basedon existing literature.

This report is a summary study of the published research available, with the aim of providing a
common level of understanding for readers. It has been written without accessing the Dark Web
itself. A total of twenty-one research reports were carefully examined, all of which are listed in
the references section of this paper. Key information specifically relating to gambling is captured
in the following pages.

This literature review has found that Dark Web gambling is a complex and intriguing issue. It
exists in a parallel world that offers a wide range of casino-style games like poker, blackjack,
roulette, sports betting, lottery, fruit machines, sweepstakes, and video game contests. The
individuals behind these operations appear elusive, employing numerous strategies to mask their
identities. Getting reliable data or insight will be a challenge, but the research team and other
stakeholders will examine how this might be possible in order to quantify the prevalence of
gambling on the Dark Web in the second report | will produce.

This literature review has found that Dark Web gambling site users are a diverse group, including
those seeking anonymity, those circumventing local gambling laws, and even professional
gamblers excluded from regulated sites. For our next report, we will seek to document several
anonymous case studies to understand these users’ motivations further and why they choose

the Dark Web over, regulated forms of gambling.

Key findings from this desk-top literature review include:

The gambling products and services available on the Dark Web, seem to
match legalized gambling.

Of the 66m people in the UK, over 1.6m use the Dark Web daily.
11.8% of Dark Web users in the UK are 18-25 years old.
Cryptocurrency is the principal enabler of gambling on the Dark Web.
Dark Web forums and marketplaces are used to recruit users.

Dark Web gambling-related products grew from 40% to 50% in 2018.

Dark Web transactions will grow to $9billion by 2032.




This first report has the principle objective of understanding what the literature suggests. For the
second report, | will attempt to give context as to the prevalence of gambling on the Dark Web, take
a deep dive into the various gambling sites, the gambling experience, the onboarding process, how
Dark Web gambling sites are promoted and users recruited and seek to understand if / how user
protection is deployed. The second report will also contain anonymous case studies from both

users and providers of Dark Web gambling where possible. To do this, | will enlist the help of two
researchers to access the Dark Web in a controlled environment. A neuroscientist will also be
employed to help us understand the behavioural aspects of users accessing the Dark Web and to
understand the attraction. A psychologist will also be involved to help provide a duty of care for those
on the research team. The research team will work ‘as one and together’, meaning nobody will access
content or work on this research project independently. | will personally not access any content on the
Dark Web. My role will be to collect the evidence and write the report.

Lee Willows has written this report: a final-year MBA student and an authentic and humble social
entrepreneur, having established a number of not-for-profit organisations within the gambling
space. In addition, he was the first person to work in collaboration directly with the gambling
industry over ten years ago following his struggles with gambling. Demonstrating how it was
possible to work in partnership without fear of compromising on core principles. The report forms
part of research into this topic, alongside Influencer-led gambling on gaming sites. This specific
literature review was self-funded, and | envisage that the second report will also be self-funded.
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UNDERSTANDING THE LAYERS
OF THE INTERNET

The Internet, a multifaceted system, is organised into three distinct layers: the Surface Web,
the Deep Web, and the Dark Web. Each layer possesses its unique attributes and accessibility,
contributing to the intricate web of information, products and services that make up the Internet.

Reports vary, but approximately 5% - 10% of the internet is readily observable as the Surface
Web. The deep and Dark Web is closed from access using standard browsers (such as Google,
Firefox, Microsoft Edge, etc.); instead, users need additional configurations or specific browsers
to access Deep or Dark Web content.

SURFACE WEB

The Surface Web, also known as the visible web, open web, or indexed web, is the part of the
Internet that is indexed by search engines and can be accessed by the general public using
browsers such as Google, Firefox, or Microsoft Edge. However, the Surface Web only accounts
for approximately 5% - 10% of the Internet’s information, consisting of approximately 4.57 billion
indexed pages. This means when a user initiates a search of the web, using, for example, Google,
it is the Google search engine that will scan the 4.57 billion pages to give you results.

DEEP WEB

Interestingly almost 90% of the internet is made up of the Deep Web. Most of us use the Deep
Web on a daily basis but probably do not know it. Deep Website examples are:

@ Websites you can only get in with a username and password, like email and cloud service
accounts, banking sites, betting and casino sites.

@ Companies’ internal networks and various databases.
o Effectively any part of the internet where the user has to ‘sign in’ to access information.

Website hacks often occur in the Deep Web, where confidential user data is often held. This
is considered to be the most valuable asset of the Internet.

SURFACE WEB Google \vikipedia
Facebook
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Blogs YouTube

DEEP WEB
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DARK WEB

The Dark Web is defined as a layer of information and pages that you can only access through
so-called ‘overlay networks’, which run on top of the normal internet and obscure access. You need
special software to access the Dark Web because it is encrypted, and most Dark Web pages are
hosted anonymously. This part of the internet also makes up approximately 5% of the total internet,
which is interesting because it is almost as much as the Surface Web, which gives you a feel for the
potential size of the Dark Web.

Several tools can be used to access the Dark Web. The Tor (The Onion Router) is the most popular
tool for Dark Web access. Their primary product is the Tor browser. On the Tor network, internet
traffic is directed through random relays. The browser builds a route of encrypted connections, one by
one. Each relay knows only the previous and the next relays, but the full connection route stays almost
untraceable. The Multiple layers of encryption resemble the structure of an onion, hence the name.
The Tor system was designed by the U.S. Naval Research Laboratory to ensure the security of
government communications. Tor masks |IP addresses and hides a user’s geographic location by
sending traffic through a randomly selected chain of servers (Choi, 2022).

DEMOGRAPHICS OF
DARK WEB USERS

The Dark Web market is valued at around $1.7 billion in 2023 and is expected to grow to over $3
billion by 2027 and almost $9 billion by 2032. This represents a compound annual growth rate
(CAGR) of approximately 21% from 2023 to 2032.

The characteristics of Dark Web users are also diverse. They may include technology experts, privacy
defenders, political activists, government agencies, as well as sellers and buyers of illegal products or
services (such as gambling). The survey done by Digital Shadows in 2019 showed that most people
using the Dark Web are mostly male adults who are attracted to the Dark Web due to the anonymity
and thrill the aspect provides. It is challenging to specify demographics, but there is some emerging
data. A 2019 survey from Cornell University (New York) revealed that 84.7% of the users of Dark
Web are male. Most respondents were between 36-45 years, with 11.8% between 18 — 25 years and
5.9% between 46 — 55 years. (Rawat, et al,, 2021). The UK is the ninth country with daily active Tor
users globally.
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UNREGULATED AND UNLICENCED DARK WEB CONTENT
GAM BL' N G ON TH E DAR K WEB A study by Gareth Owen of Pourtsmouth University discovered that content on the dark web

was cominated by:
Unregulated and unlicensed gambling on the Dark Web is a real-world threat because no oversight v

is in place, and users are vulnerable to fraud and criminal activity. By contrast, regulated gambling Illegal pornography, black markets, hacking groups and botnet operations (those commonly
websites on the Deep Web (as all regulated sites require users to create an account and sign in) must associated with spam, fraud and malicious attacks).

comply with legal and consumer protection rules and regulations. There is no legal redress for users
who find themselves caught up participating in fraudulent activities. As such, users are exposed to
scam activities as no regulation exists (Brown, 2021). The motivation behind the use of the Dark Web
for gambling can be explained by anonymity, the unavailability of legal gambling opportunities in
certain jurisdictions, intrusive regulation, as well as the opportunity to gamble with cryptocurrency.
Bitcoin, Ethereum, and Monero are the most popular cryptocurrencies for transacting on the Dark
Web. These digital currencies enable users to transact without exposing their identities and thus prove
a challenge to regulating authorities (Programming Insider, 2022). For the second report, | will
attempt to garner a number of anonymous case studies to understand users motivations more.

WHY THE DARK WEB?

Despite the risks being high, Dark Web gambling is here and very popular according to the desk-top
research. Users are joining for numerous reasons.

FRAUD / COUNTERFEIT

Anonymity and Privacy. These are some of the reasons why the Dark Web has become popular

for gambling, as users do not have to provide all their personal details or evidence of income or funds.
This anonymity attracts people who are worried about their privacy, or do not want to be seen
engaging in gambling (Stoyanov 2018). The Dark Web also enables users from jurisdictions where
gambling is highly regulated to engage in gambling without having to provide personal information
to regulated gambling sites (Choi, 022). Others may prefer to gamble on Dark Web gambling sites
because they cannot gamble in their jurisdictions due to gambling being banned or somehow
restrictive in access.

Lack of Legal Gambling Options. The other reason gambling is popular on the Dark Web is that it is
illegal in some jurisdictions. The lack of regulation may be viewed as ‘pure gambling without any risk
or pressure’ of being found out in your home country of residence (Chertoff & Simon, 2015).

Use of Cryptocurrencies. The adoption of cryptocurrencies has accelerated the growth of Dark

Web gambling. Due to privacy and decentralization characteristics, Bitcoin, Ethereum, and Monero
are the principal payment tools on Dark Web gambling sites. The other difference compared to fiat
currencies is that they are run in independent networks, while the activities of cryptocurrency users

are anonymous or pseudonymous (Choi, 2022). Another reason is that cryptocurrencies are
decentralized, allowing users to operate freely in the Dark Web without any control from the HIDDEN SERWCES ON THE DARK WEB
Government. It is easy for those operating gambling within the Dark Web to avoid regulatory systems . Drugs . Hacking
since anonymous transactions made through virtual currency cannot identify users. This has led to . )
cryptocurrencies becoming the key enabler in Dark Web gambling, which has, in turn, made it easier Fraud / Counterfeit Pornography
for it to expand into more jurisdictions where such currencies are adopted by the population (Digital . Black Market Sites Blogs
Shadows, 2019).
. Bitcoin Abuse
. Whistleblowing Other / Not Indexed



QUANTIFYING THE PREVALENCE OF
UNREGULATED DARK WEB GAMBLING

Estimating the prevalence of Dark Web gambling or even the prevalence of gambling on the Dark
Web is challenging due to the activity’s secretive nature and, as this report has found, a lack of
literature on this subject. Some conventional ways of measuring traffic and engagement to a website
do not reflect what is happening in the case of gambling on the Dark Web. Some data suggests that
gambling on the Dark Web is on the rise.

DATA ANALYSIS

Opportunities to gamble on the Dark Web appear to be growing. This has been evidenced by various
research and reports that indicate that there is a growing number of gambling sites operating in these
Dark Web environments. One recent report from the European Monitoring Centre for Drugs and Drug
Addiction (EMCDDA) noted an increase in the number of gambling-related products that were on
offer in the Dark Web markets from over 40% in 2016 to over 50% in 2018 (Digital Shadows, 2019).
This indicates that more users are using the Dark Web to gamble, and more owners are seeking to
establish opportunities for this activity.

FEATURES OF BUSINESSES OPERATING DARK WEB GAMBLING SITES

Gambling on the Dark Web is very challenging to monitor and prevent since the individuals and
owners running these sites are anonymous and they use technologies such as encryption.
Understanding the owners and ‘businesses’ running these sites is therefore essential towards
curbing and containing the aspects of Dark Web gambling. Another unique feature of Dark Web
gambling sites that is well defined is that the owners of the sites remain concealed. The nature of
operations in the Dark Web is that the owners cannot be tracked; hence, they have no reason to
follow law enforcement or any other authority. Thus, these owners are hard to detect and monitor
by the authorities. The research suggests that most of the owners of Dark Web gambling sites are (i)
members of organised crime groups or (ii) white-collar workers who are highly skilled in their
technical field.

Owners of Dark Web gambling sites may employ other marketing and promotional models to
attract users to their sites. While traditional online gambling sites may prefer to use specific
advertisements and promotional campaigns to attract users, Dark Web gambling sites do not have
this option. Instead, these activities are advertised in Dark Web forums, marketplaces, and by word
of mouth. The second report we will write will specifically focus on marketing and how users are
encouraged to move their activities from the Deep Web to the Dark Web.

THE TYPES OF GAMBLING OFFERED

Our research found that Dark Web gambling product offering ranges from regular casino games

such as poker and blackjack, to sports betting and lotteries. Such platforms always have a similar
organizational model to legal gambling sites but appear to not have any player protection mechanisms
or regulations that regulated gambling sites have. Choi (2022) argues that many Dark Web gambling
websites use advanced software to make the game appear fair, but the truth is that the owners of the
sites pre-program them to maximise income for themselves. This deception further increases the

risks users are exposed to since they can lose significant money. The second report will consider

game volatility.

Online Casinos. They include websites that offer common online casino games like slot, roulette,
blackjack, poker and other casino games. These games are created to mimic the general casino
ambience with the right graphics and music. The research suggests these are high-production,
engaging and intuitive sites, which would look ‘normal’ on the Deep Web. Nonetheless, as compared
to other legal casinos, the Dark Web casino contains no security features or measures that can ensure
the integrity of the game. Dark Web influencers are also deployed to make users believe that winning
chances are high, but the games are predetermined to favour the owner (Choi, 2022).

Sports Betting. Another type of gambling offered for sale on the Dark Web is sports betting, where
users can place bets on football, basketball, baseball, etc.

Lottery and Sweepstakes. Research suggests Games of chance, such as the lottery and
sweepstakes, are common entertainment options on gambling sites on the Dark Web. They may
include normal lottery draws, scratch tickets, and other instant games.

Games of Skill. Games of skill, such as chess and video game tournaments in which users wager
upon the results, are also gambling elements. Some other games that can be played on Dark Web
gambling sites require users to bet on who has better skills than the other person (effectively in
play-betting). They may include chess games, sports betting, video game tournaments, or other
skill games.

Our second research paper will take a deep dive into the products on offer, mechanics and how they
compare with regulated products.




CONCLUSION

This desktop analysis has been a useful first step in understanding the literature. This analysis
highlights there is limited literature, but equally, it paints what appears to be a concerning picture
of gambling on the Dark Web.

Establishing a controlled environment for independent researchers to access the Dark Web, with
safeguards in place, will, | believe, be the next step in gaining a deeper understanding of both the user
experience and the prevalence of gambling on the Dark Web. Themes that are coming through for the
second research paper include:

@ An analysis and examples of how similar the gambling environment on the Dark Web is to the
regulated sites.

@ An analysis and examples of the user’s experience of onboarding and gameplay.

@ An analysis and examples of the breadth of gambling products and game volatility.
@ An analysis and examples of the use of cryptocurrency and the monetary mechanics.
@ A n analysis and examples of advertising in the marketplace.

@ The paper will also seek to include anonymous case studies of users to understand motivations and
their experiences. The paper will also seek anonymous case studies of gambling site owners, but this
must be risk-assessed.

@ An analysis detailing how different jurisdictions are approaching Dark Web gambling in their location,
with best practice examples shared.

@ A high-quality, professional, short video (10 mins max) will be produced to show findings.
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